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Categories / 
Elements 

Low Risk Level 
Profile  Guarded Risk Level Profile  Elevated Risk Level Profile  High Risk Level Profile Severe Risk Level Profile 

Preparation 
Measures None Updated organizational risk 

assessment annually  
Updated risk assessment by 

profile annually  

Updated individual risk 
assessment annually

  

Continuous individual 
assessment of threats, 

vulnerabilities, and risks (AVR) 

Preventive 
Measures 

No additional 
preventive 
measures 
required 

beyond the 
existing 
physical 

security system 

Document guide on self-
protection fundamentals 

Briefing on self-protection 
against assaults and 

kidnappings 

Executive protection 
risk management 
training with the 
protection team 

Specific, tailored training based 
on AVR results 

Área geográfica evaluada:     

 

 

Company Name: _______________________________ 

Date: _______________________________________________ 

Time: _________________________________________________ 
Responsible Analyst:_________________________________# 

 
 
 
 

 

 
EP MEASURE SELECTION MATRIX 

 

Instructions: Organize and categorize the measures according to five levels of risk: 
Low, Cautious, Elevated, High, and Severe. Each column represents a level of risk, and 
each row organizes the measure options into various categories, such as 
Preparedness, Prevention, Passive Protection, Active Protection, and Response. 



at the 
workplace 

 Document guide on 
transportation security Briefing on vehicle safety 

Defensive, evasive, 
anti-kidnapping 

driving course with the 
protection team 

 

 Document guide on first aid 
and fire prevention 

Briefing on first aid, fire 
prevention, and control 

Specific first aid 
training, including 

bleeding control, CPR, 
etc., with the 

protection team 

 

 

Document guide on 
existing emergency plans 
and emergency contact 
directory, including public 

security forces 

Briefing on emergency 
management and contact 

with public forces 

Emergency 
management training 

with the protection 
team 

 

 
Document guide on 

establishing contact with 
neighbors and community 

Training on basic security 
communication protocols 

Comprehensive 
security 

communication and 
coordination course 
with the protection 

team 

 

 
Document guide on 

implementing a personal 
video surveillance system 

Briefing on the importance 
of hiring commercial video 

surveillance systems for 
residence 

  

 
Bulletin on threat and 

vulnerability levels in the 
context 

Preventive intelligence 
bulletin with information, 

advice, and updates 
Counter-surveillance  



  Preparation for travel 
emergencies  

Continuous 
communication while 

traveling 
 

   RESIDENCE 
INSPECTION 

 

  Daily route review and 
optimization 

VEHICLE AND ROUTE 
INSPECTION 

 

 
Access to helpdesk for 
cybersecurity incident 

management 
Basic cybersecurity advice   

   Training in handling 
kidnapping situations 

Continuous review and update 
of security protocols according 

to AVR 

 Establishment of safe zones 
at home 

Verification of travel route 
security 

Use of advanced 
technology for real-

time monitoring 

Joint exercises with security 
forces and international 

response according to AVR 

   
Continuous analysis of 
the environment and 

threats to adjust 
measures 

Use of big data analysis to 
predict and prevent emerging 

threats according to AVR  

  
Implementation of 

electronic locks and 
controlled access systems 

Continuous supervision 
by a specialized 

GSOC 

Continuous proactive monitoring 
of potential and emerging 

threats 



 Basic access supervision Installation of physical 
barriers at key points 

Real-time supervision 
of all executive 

activities 

Establishment of a controlled 
security perimeter 

 Access supervision at 
specific events 

Strengthening of physical 
security at the residence 

Assignment of 
monitoring and 

intruder detection 
equipment 

Implementation of artificial 
intelligence technology for 

threat prevention 

 Training in the use of basic 
security equipment 

Monitoring of suspicious 
activities in the 
environment 

Continuous supervision 
of personal and 

professional 
communications 

Full integration of security and 
monitoring systems in all 

executive activities 

 Personal cybersecurity 
supervision 

Implementation of tracking 
systems in vehicles 

Real-time access 
supervision in all 

facilities 

Coordination with intelligence 
agencies to identify potential 

threats 

 Occasional social media 
supervision 

Access supervision at high-
profile events 

Implementation of 
biometric 

identification systems 
for access 

Coordination with intelligence 
agencies to identify potential 

threats 

 General security alerts Advanced security alarms 
at the residence 

Use of armored 
vehicles 

Real-time adapted contingency 
plans according to AVR 

 Occasional residence and 
office supervision 

Review and improvement 
of locks on doors and 

windows 

Armed escort for all 
activities outside 

office or residence 

Continuous monitoring of 
potential global and local 
threats according to AVR 

 Provision of basic self-
defense equipment  

Installation of a video 
surveillance camera system 

Installation of remote-
locking systems in 

vehicles 

Continuous review of security 
vulnerabilities according to AVR 



 Regular contact with law 
enforcement  

Training in the use of alarms 
and security systems 

Implementation of 
controlled access 

system for residence 
and office 

Advanced planning for 
alternative routes and 

evacuations according to AVR 

 Periodic communication on 
security status 

Supervision of personal and 
business digital security 

Constant monitoring 
by a dedicated GSOC 

Establishment of safe havens 
and strategic escape routes 

according to AVR 

 Background checks for 
service personnel 

Supervision of personal and 
professional 

communications 

Real-time supervision 
of executive 
operations 

Use of technology to protect 
against targeted cyberattacks 

according to AVR 

 Supervision of specific 
security events 

Detection of potential 
threats on social media 

and media 

Establishment of 
routine change 

procedures to avoid 
predictability 

Planning and execution of 
counter-surveillance and 

counterintelligence operations 
according to AVR 

 
Supervision of the 

immediate environment 
around the residence 

Specific travel risk analysis 
Use of advanced 

technology for 
perimeter protection 

Direct coordination with security 
agencies and international 

organizations according to AVR 

 Basic first aid training Review and improvement 
of vehicle security 

Assignment of a 
personal protection 

team 

Constant evaluation and 
adjustment of implemented 
security measures based on 

emerging threats according to 
AVR 

 Basic security supervision at 
specific events 

High-profile event security 
supervision 

Assignment of armed 
escort 

Establishment of a controlled 
and monitored security 

perimeter according to AVR 

 Access supervision at 
residence and office 

Installation of bulletproof 
glass in office and 

residence 

Constant supervision 
of perimeter security 

Complete reinforcement of 
physical security in all spaces 
frequented by the executive 

according to AVR 

 Background checks for 
service personnel 

Access supervision at high-
profile events 

Continuous supervision 
and analysis of 

residence security 

Integration of advanced 
monitoring technology in all 

executive activities according to 
AVR 



 
Supervision of the area 

around office and 
residence 

Reinforcement of locks and 
controlled access 

Installation of 
advanced perimeter 
surveillance systems 

Implementation of advanced 
monitoring and threat analysis 
technology according to AVR 

 Basic vehicle security 
supervision 

Implementation of tracking 
systems in vehicles 

Implementation of 
advanced ballistic 
protection vehicles 

Assignment of an exclusive 
protection team for critical 

operations according to AVR 

Passive 
Protection 
Measures 

Physical 
security 

measures 
already 

installed in the 
organization 

Basic security supervision Installation of reinforced 
doors at the residence 

Use of advanced 
ballistic protection 

vehicles 

Creation of a safe room in the 
residence according to AVR 

 Basic cybersecurity advice Supervision of personal and 
business digital security 

Continuous supervision 
of cyber threats  

Implementation of advanced 
technology for protection 

against targeted cyberattacks 
according to AVR 

 Occasional social media 
monitoring 

Supervision of personal and 
professional 

communications 

Real-time supervision 
of all communications 

Coordination with cyber 
intelligence agencies according 

to AVR 

 Basic communication 
supervision 

Supervision of network and 
device access 

Advanced supervision 
and protection of 

corporate networks 

Real-time integration of 
cybersecurity systems for threat 
prevention according to AVR 

 Basic personal 
cybersecurity monitoring 

Personal advice for 
improving digital security 

Continuous monitoring 
of social media and 

media threats 

Use of artificial intelligence for 
proactive cyber threat 

detection according to AVR 
  Installation of security film 

on windows 
Use of armored 

vehicles 
Creation of a safe room in the 
residence according to AVR 

   Bulletproof vest Provision of a bulletproof vest 
according to AVR 

     

 Occasional residence and 
office supervision 

Installation of bulletproof 
glass in office and 

residence 

Installation of 
advanced perimeter 
surveillance systems 

Use of biometric and restricted 
access monitoring systems 



 Monitoring of external 
communications 

Installation of alarm systems 
with direct connection to 

security forces 

Structural 
reinforcement of the 

residence 

Complete reinforcement of 
physical security in all areas 

frequented by the executive 

   
Detailed emergency, 
evacuation, and safe 

route plans 

Coordination with rapid 
response teams and local 

security forces according to AVR 

   
Implementation of 

encrypted 
communication 

systems 

Creation of a mobile command 
center for critical operations 

according to AVR 

   
Implementation of 
proprietary video 

surveillance systems in 
residence 

Integration of artificial 
intelligence for real-time threat 
assessment according to AVR 

Active 
Protection 
Measures 

None Basic security supervision at 
events  

Assignment of a security 
team for critical trips 

Assignment of an 
armed protection 

team for all activities 
outside residence 

Assignment of an exclusive 
protection team for critical 

operations 

 Occasional supervision of 
travel routes  

Real-time communication 
supervision during travel 

Use of armored 
vehicles for transfers 

Establishment of a rapid 
response team at the residence 

and office 

 Assignment of a local 
emergency contact 

Real-time activity 
monitoring during high-

profile events 

Implementation of 
advanced monitoring 

systems at the 
residence and office 

Coordination with local and 
international security forces 

 Personal communications 
supervision in crisis situations 

Continuous perimeter 
security supervision 

Assignment of a 24/7 
surveillance team 

Planning and execution of 
counter-surveillance and 

counterintelligence operations 



 
Occasional supervision of 
social media in security 

contexts 

Monitoring of suspicious 
financial transactions 

Implementation of 
advanced access 
control technology 

Real-time supervision of all 
executive activities and 

communications  

 
Residence and office 

supervision in emergency 
situations 

Assignment of a protection 
officer for high-profile 

events  

Continuous supervision 
and analysis of 

residence security 

Implementation of advanced 
security and protection systems 

in all executive activities 

 
Occasional supervision of 

travel routes and executive 
activities 

Real-time security 
monitoring at the residence 

and office 

Assignment of a 24/7 
protection team 

Full integration of security and 
monitoring systems in all 

executive activities 

 
Basic supervision of 

executive activities in 
critical situations 

Communication monitoring 
during travel 

Implementation of 
advanced monitoring 

technology for the 
residence and office 

Establishment of a controlled 
and monitored security 

perimeter 

 Basic travel route security 
supervision 

Assignment of a security 
team for critical trips 

Assignment of a 
security-trained driver

  

Establishment of a rapid 
response team at the residence 

and office 

 Basic security supervision in 
critical activities 

Real-time monitoring of 
activities during high-profile 

events  

Assignment of a 
personal protection 

team 

Coordination with local and 
international security forces 

 Basic travel route 
supervision 

Real-time communication 
supervision during travel 

Implementation of 
advanced monitoring 

systems at the 
residence and office 

Planning and execution of 
counter-surveillance and 

counterintelligence operations 

 Basic emergency 
communication monitoring 

Residence and office 
security supervision 

Real-time supervision 
of all executive 

activities 

Continuous monitoring of 
executive operations in real-time 

   Advance vehicle / 
escort 

 

 Route  
Driver assigned to 

transport the 
protectee 

 

Response 
Measures 

General 
emergency 
plan already 
implemented 

Recourse to public security 
forces 

Remote response from a 
GSOC 

Immediate response 
from the protection 

team in any situation 

Coordinated response with local 
security forces and international 

organizations 



in the 
organization 

 Emergency contact with 
security forces 

Activation of an 
emergency response 
protocol during travel 

Assignment of an 
exclusive protection 

team for critical 
operations 

Establishment of a mobile 
command center for response 

coordination 

 Activation of a basic 
response protocol 

Real-time supervision and 
activation of emergency 

resources 

Assignment of a 24/7 
surveillance and 
protection team 

Coordination with local and 
international security forces for 

response 

 
Basic supervision of 

communications in critical 
situations  

Real-time supervision and 
activation of emergency 

resources 

Continuous supervision 
and analysis of 

executive 
communications and 

activities 

Real-time response and 
supervision for any potential 

threat 

 
Occasional security 

supervision of the residence 
and office 

Real-time supervision and 
activation of emergency 

resources 

Implementation of 
advanced monitoring 
and analysis systems 
at the residence and 

office   

Implementation of advanced 
monitoring and analysis systems 

for threat prevention 

 Basic residence and office 
security supervision 

Real-time supervision and 
activation of emergency 

resources 

Implementation of 
advanced security 

systems at the 
residence and office 

Continuous real-time analysis of 
the security situation 

 
Supervision of 

communications and 
activities in crisis situations 

Real-time supervision and 
activation of emergency 

resources 

Continuous supervision 
and analysis of 

executive 
communications and 

activities 

Establishment of a mobile 
command center for response 

coordination 

 Basic residence and office 
security supervision 

Real-time supervision and 
activation of emergency 

resources 

Continuous supervision 
and analysis of 

executive 
communications and 

activities 

Establishment of a mobile 
command center for response 

coordination  



 
Occasional security 

supervision of the residence 
and office 

Real-time supervision and 
activation of emergency 

resources 

Continuous supervision 
and analysis of 

executive 
communications and 

activities 

Continuous real-time analysis of 
the security situation 

 
Basic supervision of 

communications and 
activities in critical situation

  

Real-time supervision and 
activation of emergency 

resources 

Continuous supervision 
and analysis of 

executive 
communications and 

activities 

Establishment of a mobile 
command center for response 

coordination 

 Contact with local police in 
case of emergency  

Remote assistance from a 
GSOC during travel 

Coordination with 
local security forces 

and emergency 
services 

Integration of a highly trained 
and specialized security team 

for rapid responses 

 Provision of basic 
information on first aid 

Real-time security situation 
supervision and analysis 

Implementation of 
rapid response 

systems in case of 
emergency 

Coordination and joint training 
with local special forces 

 Access supervision at high-
profile events 

Assistance in coordinating 
evacuation in case of 

threats 

Assignment of a 
personal protection 

team with advanced 
response capabilities 

Establishment of a dedicated 
emergency operations center 
exclusively for the executive 

 Supervision and access 
control at the office 

Immediate response to 
minor security incidents 

Coordination with 
intelligence agencies 

for ongoing risk 
assessment 

Planning and simulation of 
responses to terrorist threats and 

kidnappings 

 
Supervision of 

communications in risk 
situations 

Activation of specific 
emergency protocols for 

the executive 

Implementation of 
contingency plans 
adapted to high-
threat scenarios 

Direct coordination with 
emergency response and 

international evacuation units 

 Basic residence security 
supervision 

Assistance with activation 
of remote response teams 

in case of emergency 

Proactive response to 
potential threats 

before they occur 

Creation of real-time 
evacuation and contingency 
plans based on the emerging 

situation 



 Occasional supervision of 
travel routes 

Supervision and analysis of 
specific threats during high-

profile events 

Implementation of 
immediate monitoring 
and response systems 
at the residence and 

office 

Integration with multinational 
response teams for executive 
protection and evacuation 

 Contact with local 
emergency services 

Real-time response and 
monitoring of all security 

systems 

Assignment of a 
specialized security 
team for advanced 

protection 

Continuous coordination and 
supervision of all executive 

operations in real-time 

 Basic security supervision at 
events  

Response to security 
incidents using internal 
organization resources 

Implementation of 
advanced monitoring 
and analysis systems 

for immediate 
response 

Monitoring and supervision of 
global threats with real-time 

updates 

 Basic emergency 
communication supervision 

Activation of a remote 
response team from the 

GSOC  

Implementation of 
advanced rapid 

response technology 
in case of 

emergencies  

Establishment of a coordination 
protocol with global rapid 

response units 

     

 Recourse to public security 
forces 

Remote response from a 
GSOC 

Immediate response 
from the protection 

team in any situation 

Coordinated response with local 
security forces and international 

organizations 

 Emergency Contact with 
Security Forces 

Activation of an 
emergency response 
protocol during travel 

Implementation of 
contingency plans 
adapted to high-
threat scenarios 

Establishment of a mobile 
command center for response 

coordination  

 Basic Security Supervision in 
Crisis Situations 

Real-time supervision and 
activation of emergency 

resources 

Coordination with 
intelligence agencies 

for ongoing risk 
assessment 

Coordination with emergency 
response and international 

evacuation units 

 
Occasional Security 

Supervision of the 
Residence and Office 

Supervision and analysis of 
specific threats during high-

profile events 

Assignment of a 
specialized security 
team for advanced 

protection 

Creation of real-time 
evacuation and contingency 
plans based on the emerging 

situation 



 Basic Security Supervision at 
Specific Events 

Response to security 
incidents using internal 
organization resources 

Implementation of 
advanced rapid 

response technology 
in case of 

emergencies  

Integration of real-time 
monitoring systems for global 

threat prevention 

 
Basic Emergency 
Communication 

Supervision 

Activation of a remote 
response team from the 

GSOC 

Direct coordination 
with rapid response 
teams and security 

forces 

Establishment of a coordination 
protocol with global rapid 

response units 

 


	Time: _________________________________________________

